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1. Introduction to “Open Before Valid Access” Feature

System Galaxy v10.4.8 introduces the “Valid Access Requires Door Open” feature, supported by 635 hardware.
This feature supports proof of attendance by requiring the user to open the designated door before the valid
access is logged. If the door is not opened, an event message is logged indicating the door was never opened.

Table 1: Scope of Function for feature:

Feature Function
Valid Access Requires the door to open before a valid access is logged.
Requires Door » 635 CPU is required. NEW IN
Open Feature » Reader must be wired to a DRM at the local panel, or a DRM in a remote Door 5G 10.4.8 or later
Module panel. 635 CPU/DRM
» Not supported with IP or Wireless Readers — including AD300/400 v10.4.8 flash

Requirements & Recommendations

This section lists the requirements and recommendations for using the Double-Tap feature. Step-by-Step
instructions are included in the following chapter.

HARDWARE REQUIREMENTS & READER ELIGIBILITY
1. Requires Flash v 10.4.8 or later and SG 10.4.8 software.
2. The feature is supported at 635-series controllers (635 CPU / Panel).

3. This feature works at readers that are hardwired to the DRM, including at the Remote 635-DRM in the
Galaxy 485 Door Modules.

4. This feature does not work at IP Readers or Wireless Readers (including the AD300/AD400 models).

REQUIREMENTS FOR SYSTEM REGISTRATION & SYSTEM SETTINGS

5. There are currently no System Registration or System Settings requirements for this feature.

REQUIREMENTS & RECOMMENDATIONS FOR GCS SERVICES

6. The core GCS Services must always be running to support the system operation (Communication Service, Event
Service, Gateway Service, DBWriter Service). However there are no extra services needed.

SOFTWARE REQUIREMENTS

7. The Door Open before Valid Access checkbox option must be enabled in the Reader Properties screen.
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2. Configuring “Valid Access Requires Door Open” Feature

This Valid Access Requires Door Open feature works based on configuration of the reader/door properties,
namely the enablement of the checkbox option in the Reader Properties screen.

(O

See Chapter 8 & 9 in the Software SG User Guide for more about Hardware Programming.

HOW TO CONFIGURE THE “VALID ACCESS REQUIRES DOOR OPEN” OPTION ...

The Valid Access Requires Door to Open option will indicate when a cardholder does not open the door at the time
they present their access card/credentials. This feature discourages dishonest users from swiping their credentials
and leaving without entering the building to report to work.

When the option is enabled, the panel will log the message Access Granted - Door Did Not Open in the Event

Screen in System Galaxy.

D

% Open the Card Holder screen from the menu { Configure > Hardware > Doors/Readers }

1. Select the Loop Name that the reader/door belongs to.

Select the Controller Name that the reader/door belongs to.

Select the Reader Name that is installed at the designated door.

Click the [Edit] button to edit the Reader.

Click the General tab.

(required) Place a checkmark in the ‘Valid Access Requires Door to Open’ option.

Click Apply to save your changes.

©® N o U A~ wN

Alarm Events 635 Reader Ports

Load the panel using the GCS Loader (i.e. by right-clicking the Loop Name in the Hardware Tree).

s 535 Control Unit |l Controllers Edit
Cluzster: 001, Cont: 001, Brd: 1, Sect: 20 Apply Reports | ™ |
. . . -2 MNotes: -
Reader Mame: Elusters DT Cont: 001 Bidl Sect:2 | Cancel | [ Scheduled Actions |

IHID ProxPro v]
Wwiegand Standard

| Access Fules I

Reader Type

Elewator Schedules I Graphic Syrbols I D4R Canera Settin_g§

| General | TimingdSchedules I Relay 2 Settings | Alarm O ptions | FPaszhackMwho's In I Groupdnterlock Options ! CCTY Everts
[] Disable Doar Forced Open Message [ Time & Attendance Feader Dioor Supervisian
IND Supervizion Resistors VI

[] Disable Open Too Long Message

[] Disable Door Clazed Message [¥] Event Log RS-232 & TC|

Enable (check) the ‘Valid Access Requires Door To Open’ option

[ Disable Request To Exit Message [7] Event Log File Dutput E

[¥] Unlock On Request To Esit ["] Read# Heartbeat Enabled

["] Enable Duress

|| Two Perzon Rule

[] D Mot Decrement Limited Swipe Usage Count

[¥1alid Access Requires Door to Open

Page 5 of 7



Valid Access Requires Door to Open - Galaxy How To Guide

HOW THE “VALID ACCESS REQUIRES DOOR OPEN” EVENT IS LOGGED ...

If the Door opens, the system will log one message ...
e the “Valid Access” message with cardholder name and card number (see green highlight)

If the Door does not open, the system will log one message ...

e the “Access Granted - Door Did Not Open” with cardholder name and card number

Access Granted - Door Did Not Open event

Alarm Events 635 x

Date/Time Device/Point Event User
|?/23/2015 9:40:18 AM Lobby Door Access Granted - Door Did Not Open  Wallas Mark (Card 1)
7/23/2015 9:40:07 AM Lobby Door Valid Access John Tipton (Card 1)

7/23/2015 9:39:18 AM Lobby Door Valid Access Roberts Candace (Car

7/23/2015 9:38:42 AM Lobby Door //  Access Granted - Door Did Not Open Wallas Mark (Card 1)

Valid Access event when door is opened as expcted

NOTE: The green and red highlighting is added for clarity — the messages do not really have highlighting.
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HOW “VALID ACCESS REQUIRES DOOR OPEN” LOGS IN SG REPORTS ...

The SG Operator can pull the activity history of the Reader or of a specific cardholder to look for “Door Not
Opened” messages.

If the Door opens, the system will log one message...
e the “Valid Access” message with cardholder name and card number

If the Door does not open, the system will log one message...
e the “Access Granted - Door Did Not Open” with cardholder name and card number

INDIVIDUAL CARD ACTIVITY HISTORY REPORT for the Cardholder (pulled from Cardholder Screen)

datityrot -— lﬂﬁg

M e | &&F A[E 0 - |8 Taawn [0z | 2o

Preview

Card Activity.rp

Card Activity History Report

7/23/2015 10:03:13 A

Date/Time Reader Name Name Department Event Type

= il Walid Access
Walid Access

‘Valid Access’ when door opened as expected —\“

Valid Acesss

m

7/21/2015 10:47:32AM  ENTRANCE (Office Mode Avail ~ Wallas, Mark (Card 1) Valid Aceass

7212015 33728PM  ENTRANCE (Office Mode Avail  Wallas, Mark (Card 1) Valid Access
7/22/2015 8:49:48AM ENTRANCE (Office Mode Avail Wallas, Mark (Card 1) Valid Access
72272015 926:03AM  ENTRANCE (Office Mode Avail Wallas, Mark (Card 1) Wahd Access
e e o e o o b
. . R Vatid Ac
Access Granted - Door Did Not Open’ event _\"’“““
Valid Aceess
222010 CSS6AM | Lovty Door Walles, Mark (Care 1) Access Granted - Door Did Not Open
7/23/2015 9:29:32AM  Lobby Door Wallas, Mark (Card 1) Valid Acces

READER ACTIVITY HISTORY REPORT for all Cards at the designated door (pulled from Reader Properties Screen)

X WA 1o » M e |S&F &0k [|[ || Toem x| o

Preview

- Reader Activity

Reader Activity History Report

7/23/2015 10:00:36AD
Date/Time Reader Name Name (Card Description) - Department Event Type Pin

7/22/2015 B:30:20AM Lnbb} Door RaqL st To Exit

71232015 9:38:18AM Lobby Door Roberts, Candace (Card 1) - Valid Acces
Door Foresd Opan
Door Forced Open

‘Valid Access’ when door is opened as expcted st
S v Door Walles MarkCare e Accass Grantad - Door Did Not Opan

7/23/2015 9:40:28AM Lobby Door ‘Wallas, Mark (Card 1) - Access Granted - Door Did Not Open

7/23/2015 9:40:39AM Lobby Door ‘Wallas, Mark (Card 1) - Walid Access
Access Grantad - Door Did Not Open
.

‘Access Granted - Door Did Not Open’ event £
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