MIGRATING BIOMETRIC DATA

From Traditional Sagem system to new MorphoManager system

Published January 2018
1st Edition (draft)

Page 1 of 10



SYSTEM GALAXY

How to Guide

Migrating Biometric
Finger Data

from
Legacy Interface

to MorphoManager

VERSION 11.X

Information in this document is subject to change without notice.
Therefore, no claims are made as to the accuracy or completeness of this document.

This guide covers migrating biometric finger data from the Traditional/Legacy Sagem

Biometric System to the newer MorphoManager/BioBridge System to integrate enrollment.

Older version of SG 10 (and SG9) used the Traditional Sagem Biometric Interface to enroll
and manage finger data, enroll smart cards, and manage finger templates at Sagem Legacy
Readers (MA100/110, J-Reader, MA520 — and including the new SigmaMA operating in
“Legacy mode”.

This guide describes how to move the finger data to the MorphoManager Database.
SigmaBio and SigmaProx Readers are supported supported under the new MorphoManager
integration. The Sigma readers must be reconfigured to run in MA5G Mode to be compatible
with the MorphoManager Client.

e The Legacy Biometric system supported HID-iClass/Mifare (26-Bit Wiegand and ABA)
e The MorphoManager integration does not support Card encoding.
e  MorphoManager supports 26bit Wiegand and Corporate 1000.
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Galaxy Sagem Enrollment to BioBridge Migration Notes

This migration utility will take cardholder name, card number, and biometric data from the System Galaxy database and
insert it into the MorphoManager database for the purpose of migrating systems from the traditional “Galaxy/Sagem
Biometric System” to the new “MorphoManager/BioBridge Integration system.

SCOPE OF FUNCTIONALITY
SG 8/9/10 (all versions) support the Traditional SG/Sagem System ...

e Supported “Biometric Support” feature and “Biometric Reader count” in System Registration

e Supported setting the Biometric System “SG/Sagem Biometrics” in the System Settings screen.
e Enrolled fingers into SysGal Database, enroll card, and encode smartcards in Cardholder screen.
e Supported iClass HID 26-bit Wiegand, Mifare ABA,

e Supported SagemMA500, MA100/110, J-readers, as well as older MA300/200 models

e Supported the new MorphoTrack SigmaMA reader - if operating in “legacy mode”

e Finger data was stored in the SG Database in BLoB blob format.

e The MA_Loader Utility loaded users & biometric, and controlled, reader-recognition modes

SG 10.5.6 supports MorphoManager 10.4.16

e Supports “Biometric Support” feature and “Biometric Reader count” in System Registration

e Supports setting the Biometric System “SG/MorphoManager Biometrics” in the System Settings screen.

e Enrolled fingers by launching BioBridge Module from the Cardholder screen.

e Supports 26-bit Wiegand, HID Corporate 1000,

e Supports SigmaBio, SigmaProx, SigmaMulti when running in MA5G Mode.

e Finger data is stored in the MorphoManager Database

e Finger data is loaded to the appropriate Sigma Reader by the MorphoManager Client, based on assigned access,
User Profile, Wiegand Profile, etc.. System Galaxy does not store the biometric data at all.

SEE: the Galaxy MorphoManager Guide for instructions on how to install, register, configure the Sigma Readers and the

MorphoManager Client software.
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Requirements

1)
2)

3)

4)

6)

System Galaxy must be upgraded to SG10.5.6 (min version)
MorphoManager Version 10.4.16 must be installed and properly configured to connect to System Galaxy
database and use the default access profile.

See the Galaxy MorphoManager Guide for instructions on how to install, register, configure the Sigma Readers

and the MorphoManager Client software

WARNING: Do not enroll any Galaxy users with BioBridge prior to migrating the existing data.

After you migrate the biometric credentials, you must launch BioBridge from cardholder

There must be User Policy records created in MorphoManager for each card technology that exists in the Galaxy

database cards for which biometric data exists.

Example: if all biometric credentials in System Galaxy are 26 bit Wiegand,
then you must create only one User Policy, which is configured for 26 bit Wiegand (Wiegand profile) ,
You must also create one Wiegand Profile for the 26-bit Wgn, and you must assign that profile to the
System Configuration parameters, as well as the one User Policy.

Example2: If there are some 26 bit wiegand and some Corporate 1000 users, then create two User Policies and

you must also create two Wiegand Profiels (one for 26b Wgn and one for Corp-1000.

be created in MorphoManager, each corresponding to the appropriate data format.

Cards are migrated by Card Technology type and are assigned to the appropriate User Policy in
MorphoManager.

The machine where the migration utility will be ran (SGSagemEnrolimentToBioBridgeConverter.exe) must have
access to both the System Galaxy and the MorphoManager SQL databases.
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Conversion Process
1) Shut-down MorphoManager
2) Stop the MorphoManager service
3) Run SGSagemEnrollmentToBioBridgeConverter.exe

o= Systemn Galaxy Sagem Enrellment Te MerphoManager BicBridge Migration Utility - O *

SysGal Database Connection String:

[Data Source=focal)\GCSSQLEXPRESS; nital Catalog=SysGalPersist Securty Info=True;User ID=ges_client;Password=SysGal.5560 || select. || Tesx |

MorphoManager Database Connection String:

| Data Source=local)\GCSSALEXPRESS: ntial Catalog=MorphoManager:Persist Securiy Info=True User ID=ges_client Password=5ysGal. 5560 | | Select.. | [ Test

System Galay Users

Select Card Technology: Select MorphoManager User Policy

| 26 Bit Wiegand +| | Read Galay Enrolled Users | | Corporate 1000 - (HID Corporate 1000- 35) v || Save To MophoManager Database
Count:
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4) Using the Select... buttons, configure the database connection information for the System Galaxy and
MorphoManager databases. Be sure to click the Test Connection button to verify the settings before clicking OK.
SysGal Database Connection String:

|Data Source={ocal)\GCSSQLEXPRESS:Initial Catalog=SysGal Persist Security Info=True;User ID=ges_client;Password=SysGal.5560 | .
M Manager Database C ion String: System Galaxy Database Connection d
Data Source={ocal)\GCSSQLEXPRESS:ntial Catalog=MorphoManager Persist & ~ove! T
|('Ioca|)\GESSl]LB(FF{ESS v | | Reesh
Log on to the server

System Galaay Users
Select Card Technology: QO Use Wi o
26 Bit Wiegand | | Read Galaxy Enrolled Users Ol ilfme e

User name: |gcs_dia1t |
Count:

Password:

[+] Save my password

Connect to a database

(®) Select or enter a database name:
|SysGal

() Atach a database file:

Logical name:
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5) After both database connections have been properly configured, click both Test buttons that are located to the
immediate right of the Select... buttons. If successful, the controls in the System Galaxy Users group will
activate. The Select Card Technology list will contain an entry for each card technology from the System Galaxy
database for which biometric enrolled cards exist. The Select MorphoManager User Policy list will contain an
entry for each User Policy that exists in the MorphoManager database.

=) Systemn Galaxy Sagem Enrollment Te MorphoManager BioBridge Migration Utility £ O X

SysGal Database Connection String:

|Data Source={localNGCSSQLEXPRESS; Initial Catalog=SysGal; Persist Security Info=True;User |D=gcs_client;Password=5ysGal. 5560 | Select... |! Test !!
MomphoManager Database Connection String:

[Data Source=local)\GCSSALEXPRESS: Iiial Catalog=Morpho Manager, Persist Securiy Info=True:User D=gcs_ciert Password=3ysGal 5560 | | Select.. | | Test |
System Galawy Users

Select Cand Technology: Select MorphoManager User Policy
|26 Bit Wiegand v | | Read Galaxy Enrolled Users. | | v | save To Momhoblanager Database

=) System Galaxy Sagem Enrcllment To MorphoManager BicBridge Migration Utility - O X

SysGGal Database Connection String:

|Data Source={ocalNGCSSQLEXPRESS: Initial Catalog=SysGal;Persist Securty Info=True;User ID=gcs_client;Password=SysGal 5560 | | Select... | | Test |

MorphoManager Database Connection String:

|Data Source={ocalNGCSSQLEXPRESS: Initial Catalog=MorphoManager; Persist Security Info=True;User |D=gcs_client; Password =SysGal 5560 || Select... ||! Test !

System Galag Uzers

Select Card Technology: Select MomphoManager User Policy

|26 Bit Wiegand +| | Read Galaxy Enrolled Users | Corporate 1000 - (HID Corporate 1000 - 35) +| | Save To MorphoManager Database |
Court:
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6)

7)

8)

9)

Each Card Technology group must be migrated separately. Select the Card Technology to be migrated.
System Galay Users H

Select Card Technology:

26 Bit

HID Corporate 1000

Select the appropriate User Policy that corresponds to the selected card technology.

Select MomphoManager User Policy

Corporate 1000 - {HID Corporate 1000 - 35) e | Save To MorphoManager Database |
Corporate 1000 - {HID Comporate 1000 - 35
Default - (Standard 26 bit)

Finger Onhy - (Standard 26 bit

Click the Read Galaxy Enrolled Users button. The utility will retrieve all cardholders/card data from the System
Galaxy database that have enrolled biometric data and are of the selected card technology.

System Galay Users
Select Card Technology: Select MorphoManager User Palicy
|26 Bit Wiegand w |I| Read Galaxy Enrolled Users. | | Default - (Standard 26 bit) ~ | | Save To MophoManager Database
Court: 157
LastMame First Name WiegandValue BioBridgeld GalaxyCard Unigueld Migration Status Status Text Exception ~
» 528124:2 5157d6a3 77 2-43d2-b00d-85384fae4d 76 | None
44575 5425292 55b493e8-180e-4a08ba953-c 7740736420 | None
40224 537779:2 bdbcbE3%-ef33-462bEbE-91%eciBealfa | None
40952 538579:2 b0233752- b 3-4ff8-96da-d5cldebf749 | None
43423 528627:2 b2174141-2168-4551-a64b-H66cdabB2c2 | None
47447 544789:2 6503 07c-db63-4730-868b-0F33523cf016 | None
28225 5285972 e1d53082e-3128-4537-8b853-591ccedd 713 | None
44257 541735:2 61096 X-12dd-45944-b053-5b40e6118bda | None
340 §527241:3 70F1219d-c275-45¢3-88b7-084f 5dacbb3d | None
45580 524824:2 7163b81a-620d-4dbf-8f 7-2c21e9626194 | None
42973 5276382 £1893423-6d9b-4 25-bfab-db B 777ef3a0 | None
! 46348 525363:2 aad9e4f9-27cc-4408-90bb-0a5c69ddchee | None
Tt e . e it el i L ~—

When the correct selections have been made and the correct users are contained in the data grid, click the Save
To MorphoManager Database button. This will begin the process of migrating/writing the data to the
MorphoManager database.

System Galaxy Users i
Select Card Technology: Select MophoManager User Policy T
|26 Bit Wiegand ~| | Read Galary Envolled Users | | Defaut 26 Bit Wiegand - (Standard 26 bi) ~ ||| save To MophoManager Database
Count: 157
LastName FirstMame WiegandValue BioBridgeld GalaxyCardUniqueld MigrationStatus Status Text Exception Lyl
3 ] 928124:2 5157d6a9-7A2-43d2-b00d-8538Hae4d76 | Success Success
44575 942529:2 59%b49ae8-180=-4a08-ba99c7740A 3640 | Success Success
40224 937779:2 bdbchb633-ef33-4f62bEb8-915%ec3%ealfa | Success Success
40992 938579:2 b0233752-1fb 3-4ff 8-96da-dSeOde b 745 Success Success
43423 928627:2 b2174141-2168-4551-a64b-66cdab82c? | Success Success
47447 344735:2 6303 07c-db63-4730-368b-0F33523cf016 | Success Success
23225 928597:2 e1d5082e-3128-4537-8085-591ccedd 713 | Success Success
44257 341735:2 61096 -12dd-4544-5093-5b40e6118bda | Success Success
4m 927241:3 T0F1215d-c279-4% 3-38b 7-084f 5dackb3d | Success Success
45580 §924324:2 7163b81a-620d-4dbf-Bff 7-2c21e5626194 | Success Success
42573 §927638:2 61893423-6d%-425bfa5dbB777ef3a0 | Success Success
46348 925363:2 aad9e43-27cc-4408-90bb-0a5c69%dde5ee | Success Success v
e . st st T - el

Page 9 of 10



10) When completed, the Status column will contain a text description of the migration status for the specific
record. A migration log file will also be created and opened in Notepad automatically.

System Galaxy Users i
Select Cand Technology: Select MorphoManager User Policy
|26 Bit Wiegand ~ | | Read Galaxy Enrolled Users | | Default 26 Bit Wiegand - (Standard 26 bit) w | | Save To MophoManager Database | :
Count: 157 I
LastName FirstMame WiegandValue BioBridgeld GalaxyCardUniqueld MigrationStatus StatusText Exception 1
[3 528124:2 5157d6a%- 7 A 2-4342-b 00d-85384faedd 76 | | Success Success
942529:2 59%b49a28-180=-4a08-ba99c 7740A 364l | Success Success
40224 937779:2 bdbch633-ef13-4f62bEb8-9159ec3%ealfa | | Success Success ﬂ
40992 938579:2 b0233752-1fb 3-4ff 8-96da-d5cOde b 745 Success Success
43423 928627:2 b2174141-2168-4551-a64b-66cdabiZ2e Y | Success Success 3
47447 944739:2 6303 07c-db63-4730-868b-0F33523cf016 | | Success Success ]
23225 928597:2 e1d5082e-3128-4537-8085-591ccedd 71fY | Success Success i
44257 941735:2 61096 %-12dd-4544-5093-5b40e6118bda | | Success Success
m 927241:3 T0F1215d-c279-4% 3-38b 7-084f 5dacbb3d | | Success Success
45330 924824:2 T163b81a-620d-4dbf-8f 7-2c21e36261594 | | Success Success
42373 927638:2 6185342a-6d%b-4 25-bfa5-db & 777ef3a0 | | Success Success
46348 925363:2 aad9e4f3-27cc-4408-50bb-0a5c69ddeSee] | Success Success
L= P . . PR o PR - e e g

11) Examine the results.

THE END.
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