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1 INTRODUCTION TO THE ‘GCS ASSA SYNC’ PROGRAM

This addendum covers how to install and use Galaxy’s GCS ASSA Sync Program. Also included are basic tips for
installing and configuring the ASSA DSR Application/WEB API & Database, as it relates to interfacing with System Galaxy.

This document includes the following:
» Overview of the integration
Requirements and Recommendations
Installing the ASSA ABLOY DSR Software and ASSA Database
Overview of ASSA ABLOY network and lock Config tools
Installing Galaxy’s GCS ASSA SYNC program
Scheduling the GCS ASSA SYNC program with the Windows Task Scheduler
Configuring the hardware into the System Galaxy database
Basic information on enrolling a card/credentials into the System Galaxy database

vV vV vV v v vV

SUPPORTED CARD TECHNOLOGIES

Card Format Supported by Readers: Technology selected when enrolling in Galaxy:
HID Proximity - 26bit Wiegand > Enroll using “26bit Wiegand”
Keypad Code(not Card plus PIN) > Enroll using “ABA” standard format
Magnetic Stripe (Track 2) > Enroll using “Magnetic Stripe”
Corporate 1000 > Enroll using “Corporate 1000”

SUPPORTED READERS
Sargent Reader Models Corbin Russwin Reader Models
v.S1 Profile Series - Sx/POE Access 800 IP1 - Sx/POE
v.S2 Profile Series - Sx/WiFi Access 800 WI1 - Sx/WiFi
P1 Passport 1000 Series - Px/POE Access 700 PIP1 - Px/POE
P2 Passport 1000 - Px/WiFi Access 700 PWI1 - Px/WiFi
IN120 - WiFi IN120 - WiFi
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1.1 OVERVIEW OF ASSA IP READER INTEGRATION USING ‘GCS ASSA SYNC’

The GCS ASSA Sync Program provides data synchronization between the Galaxy database and ASSA database
using MS SQL stored procedures.

The GCS ASSA Sync Program reads both databases, and inserts the access credentials into the ASSA Database
that are valid, active, AND have any level of access to an ASSA IP Reader. Valid access is based on the
enrollment (cardholder programming) in System Galaxy.

GCS ASSA Sync deletes credentials from the ASSA Database if they are not enrolled or do not have valid access
in System Galaxy (i.e. card/user is disabled, inactive, expired, or is not granted any level of access to an IP Reader in
SG database).

IMPORTANT: Credentials that have scheduled access in Galaxy will gain “24/7 access” to the intended ASSA Reader.
Galaxy access schedules are not transferred to the ASSA Reader. Credentials are linked to the individual Reader’s
serial number, so access is granted only to the reader that is chosen.

IMPORTANT: ASSA ABLOY IP Readers typically synchronize to the ASSA Database one time per day (based on
scheduling) to preserve battery life. Galaxy recommends scheduling the GCS ASSA Sync Program to run
automatically at least one hour before the scheduled IP Reader synchronization to the ASSA Database.

IMPORTANT: When user retracts an access card/credentials, steps should be taken to manually run the GCS ASSA
Sync Program and then trigger a manual wake-up/synchronization for affected IP Readers.

GCS-ASSA Sync is designed to run on a scheduled basis, however, it can be run manually if needed.

1. ASSA IP Readers synchronize only ‘on wake-up’. To preserve battery life, Wi-Fi Readers may be set to wake-up
only once a day.

2. ASSA IP Readers initiate their connection and synchronization with the ASSA Database to retrieve an updated
list of valid access cards/credentials upon their scheduled wake-up for synchronization (see the reader
manufacturer’s documentation for details that match your reader model).

3. ASSA IP Readers can be manually triggered to wake-up and synchronize using a ‘wake-up’ card or PIN command
(see the reader manufacturer’s installation documentation for details that match your reader model).

4. Using the GCS ASSA Sync Program, the ASSA readers only store the cards/credentials that have valid access at
the time they synchronize.

Galaxy Server ASSA Server
(Services, Database) (Web Services, Database)

GCS ASSA Sync

Program

(Installed on Galaxy Server)

=,

o
a?

ASSA IP Readers

Due to potential performance demands of the ASSA DSR/Database, it is not recommended to install the
ASSA Database on the Galaxy Database server or the Galaxy Communication server.
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2 SYSTEM RECOMMENDATIONS

For convenience, this section lists the main recommendations for installing and using this 3™ Party Integration
feature. Pertinent requirements may be restated in the relevant sections.

® IMPORTANT: This document may not supersede manufacturer’s recommendations for 3™ Party products
or does it disclose every ASSA or Lock manufacturer requirement. Installer should carefully follow the
manufacturer’s instructions.

2.1.1

2.1.2

GENERAL INSTALLATION RECOMMENDATIONS

This interface requires Internet/intranet connectivity to install and operate.
Port 8080 must be open on the network internally. This is an ASSA DSR/API requirement.

ASSA INSTALLATION RECOMMENDATIONS

Install ASSA components according to the ASSA installation documentation where provided.
IMPORTANT: During the installation of the ASSA DSR & Database Setup program, Galaxy
recommends you install the MS SQL EXPRESS DSR Database when interfacing with the GCS ASSA
Sync.

Install, configure and connect the ASSA IP readers according to the manufacturer’s installation
instructions for the model of readers you are using.

2.1.3 MANUALLY UPDATING IP READERS BEFORE SCHEDULED UPDATES

1.

IF customer or end-user must add or remove a card, credential, or user from the IP READER before
the next scheduled time the IP Readers wake & synchronize to the ASSA Database, the user must
manual run the GCS ASSA Sync Program and then manually trigger the IP Readers to synchronize to
the Assa Database.

A. Withdraw access from the System Galaxy Cardholder programming screen. This is
done by deactivating the cardholder, or deactivating the card, or removing access to
the desired door — see chapter 9.

@® System Galaxy allows access privileges to be granted at individual readers/doors by
using the ‘Personal Door’ feature.

B. Manually run the GCS ASSA Sync Program after saving cardholder changes, but
before triggering the IP Reader(s) to wake and synchronize.

C. Physically walk to affected IP Reader(s) and trigger the Reader(s) to wake and
synchronize by presenting the Command Card or PIN Command, etc.

<< Recommendations continue on next page >>
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2.1.4 SYSTEM GALAXY CONFIGURATION RECOMMENDATIONS

1. SOFTWARE INSTALLATION: SG must be properly installed and connected/communicating. Install
the System Galaxy (SG) database, services and client software according to the installation
instructions provided with the software DVD.

@® The System Galaxy Software Install DVD displays an intro splash screen at start up.

® Embedded Install Help Instructions open in the PC’s default browser when installer clicks
the Install Help link found on the splash screen.

® Galaxy manuals are found on the Manuals page of the Install Help screen( PDF format,).

® Adobe Acrobat Reader (free) which is provided with the installation DVD.

2. “READER TYPE” CONFIGURATION: Installer must be sure the “ASSA ABLOY IP Reader” type is
added to System Galaxy as a selectable option in the SG Reader Types Programming screen.

® The GCS-ASSA Sync Program will not pick up the reader name/serial number from the
Galaxy database if the type is mistyped/misspelled (it must be “ASSA ABLOY IP Reader”
without the quotation marks). Depending on which version of System Galaxy you are
installing, this may need to be manually added by the installer.

3. LOOP/CLUSTER CONFIGURATION: Installer must create at least one ‘dummy’ Loop/Cluster in
System Galaxy to support the ASSA IP Readers, since ASSA IP Readers are not connected directly
to the Galaxy hardware (i.e. DPI/DSI boards). THESE WILL NOT APPEAR IN THE HARDWARE TREE.

® The ‘dummy’ Cluster (loop) must be set to “no connection” in the Loop/Cluster Programming screen

in System Galaxy (from the SG menu Configure>Hardware and choose the 600/635 Loop/Cluster
Programming screen).

@® NOTE: All events from the ASSA IP Readers will be assigned to the ‘dummy’ Loop/Cluster and
designate the controller and reader names given.

4. CONTROLLER CONFIGURATION: Installer must create at least one ‘dummy’ Controller with
enough DPI(s) to support the ASSA IP Readers:.

@® One DPI board adds 2 reader slots to the system.

® The Installer will be prompted to choose a default reader technology (proximity, ABA, etc.) when
saving the controller and boards. Installer can change this in the Programming screen.

<< Recommendations continue on next page >>
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5. READER PROPERTIES CONFIGURATION: installer must set the following fields in the System Galaxy
Reader/Door Programming screen for each IP Reader:

a. Reader type field to “ASSA ABLOY IP Reader”. This enables the ASSA IP Reader [serial
number] field.

b. Installer must correctly type each reader’s serial number into the correct reader slot in the
system. The events and card/access privileges are linked by the reader serial number. The
Serial Number field dynamically displays when

2.1.5 ENROLLING AND AUTHORIZING CREDENTIALS VIA SYSTEM GALAXY

6. AUTHORIZATION CAVEAT: When providing scheduled authorization (time schedules an access
groups), the SG Panels and readers will honor the schedules. HOWEVER: these credentials will have
unlimited 24/7 access to the ASSA IP Readers/doors when the reader synchronizes. Galaxy
schedules are not transferred to the ASSA Database.

7. When enrolling a keypad-code for a card code to be used at an ASSA Keypad Reader, the
operator must follow the IP Reader constraints.

a. Keypad-codes must be 6-digits long for a Px type locks. At the IP Reader, the user will
enter a pound symbol followed by their 6-digit keypad code (e.g. #123456 ).

b. Keypad-codes can be from 1- to 7-digits long for an Sx type locks. At the IP Reader, the
user will enter the keypad-code followed by a star symbol (e.g. 1*, or 1234567* ).

2.1.6 GCS ASSA SYNC PROGRAM REQUIREMENTS

1. The GCS ASSA Sync Program should be scheduled to run automatically with Windows Task
Scheduler.

2. Galaxy recommends the automated runtime be at least 1 hour before the ASSA IP Readers are
scheduled to wake up and synchronize to the Assa database.

End of this section.
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3 INSTALLING THE ASSA DSR APPLICATION & DATABASE

This section covers how to install the ASSA DSR Application and ASSA Database using MS® SQL EXPRESS to ensure
compatibility with the GCS ASSA Sync Program.

v v vV v Vv

Steps to

Assumption is made that the SG Database, Comm Server and Client Software is installed.
Internet/intranet connectivity is required to install the components to this interface.

Port 8080 must be open on the network internally. This is an ASSA DSR/API requirement.
DO NOT INSTALL THE ASSA COMPONENTS ON A GALAXY SERVER.

Run the correct version of the DSR Installer executable (32bit vs. 64bit) depending upon the

operating system of the ASSA SERVER/PC.

To interface with GCS ASSA Sync, select the MS® SQL EXPRESS when prompted.

install ASSA DSR/Database:

Insert the ‘Galaxy GCSASSASync Install CD.

Double-click the dsr.installer_5.0.2_xx.exe

(where _xx represents 32 or 64 bit versions).

@® Install the version that is compatible
with your server operating system —
i.e. 32bit or 64bit.

Launch the DSR Setup Wizard

Click [NEXT] to continue.

Print and accept the End User License
Agreement to proceed.

Click [NEXT] to continue.

System Galaxy Integration to ASSA ABLOY IP Readers

DSR 5.0.2 Installation Screenshots

=] ® |

Welcome to the Door Service Router
(DSR) Setup Wizard

.7 Door Service Router (DER) Setup

This wizard will guide you through the installation of Doar
Service Router (DSR).

1t is recommended that you close all other applications
before starting Setup. This will make it possible to update
relevant system Files without having ko rebook your
corpuker,

Click Mext bo continue,

Cancel

127 Door Service Router (DER) Setup EI = @
Licenze Agreement I
Flease review the license terms before installing Door Service
Router (DSR).
Press Page Down to see the rest of the agreement.
:END USER LICENSE AGREEMENT o

This End User License agreement is a legal agreement between
vou (a5 defined below) and Sargent, Inc., a Delaware corporation
ogether with its parent and affiliated group companies (collectively or
individually, “ASSA ABLOY") having its principal place of business at 110
Sargent Drive, New Haven, Connecticut, 06511, for a license to use ASSA
ABLOY's door service router software product.  The door service router =

1F wou accept the terms of the agreement, dick the check box below, You
must accept the agreement to install Door Service Router (DSRY. Click Mext =
to continue,

| T accept the terms of the License Agreement

< Back |[ Mext = ll Cancel
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7. Installer must select the database version.

@® IMPORTANT: Galaxy recommends you
install the MS SQL EXPRESS when
interfacing with the GCS ASSA Sync.

8. Click [NEXT] to continue.

9. Click [NEXT] to continue.

System Galaxy Integration to ASSA ABLOY IP Readers

17 Door Service Router {DER) Setup

Select DSR Database I
Select DSR Database Server from the list,

Please seleck your database options:

Install PostgresdL Server

Use an exisking PostgreS0L Server
@ Install Microsoft SOL EXPRESS

Use an existing Microsoft SQL Server

Mote: DSR connects to SQL Server aver TCPJIP, SQL Server configuration For TCPJIP should
be enabled.

< Back ” Next = | | Cancel

= = =S
Choose Components I

Choose which features of Door Service Router (DSR) you want ko
install, .

1.7 Doar Service Router (DER) Setup

Check the components wou want to install and uncheck the components vou don't want to
install, Click Mext ko continue,

Select components ko install: Install Mi Eesctiption
DSk Server
Java
Tarncat
Space required: 420.3MB
4 il 3
< Back H Mext = ] | Cancel |

F=3 =R =X
Choose Install Location I
Choose the folder in which to install Door Service Router (DSR),

\o7 Door Service Router (DSR) Setup

Setup will install Door Service Router {DSR) in the Following folder, Toinstall in a different
folder, click Browse and select another folder. Click Mext ko continue.

Destination Folder

(: \Program File: L Browse. ..

Space required: 420, 3MEB
Space available: 16,1GE

< Back |[ ext = ]| Cancel
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10. Click [NEXT] to continue.

11. Enter a secure password in the [Password]
field for the sa login to the DSR database.

12. Re-enter the same password in the [Confirm

Password] field.

13. Click [NEXT] to continue.

14. Enter or select a start menu folder.

15. Click [NEXT] to continue.

System Galaxy Integration to ASSA ABLOY IP Readers

o7 Doaor Service Router (DSR) Setup

JRE Installation Required I
This application requires Java 1.6 or higher

This application requires installation of the Java Runtime Environment, This will be
downloaded and installed as part of the installation.

<Back || MNextx | | Cancel |

127 Door Service Router (DER) Setup

[F=S F=R~x3
SOL Server Express Login I
Specify SQL Server database authentication information

Host 127.0.0.1
Instance name SOLEXPRESS
Database DSk

Username 53

Password sesssssnnee

Confirm Password | sesssssssssl

< Back |[ Mext = ]l Cancel |

o1 Door Service Router (DSR) Setup EI = @
Choose Start Menu Folder I

Choose a Start Menu folder for the Door Service Router (D3R
shortouts, s

Select the Start Menu Folder in which you would like to create the program's shortouts, You
can also enter a name ko create a new folder,

ISR

Accessaries
Administrative Tools
ESET

Games

Maintenance
Startup

Tablet PC

< Back |[ Install ]l Cancel
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o1 Door Service Router (DSR) Setup EI = 3

16. Click [NEXT] to continue. Installing b

FPlease wait while Door Service Router {DSR) is being installed.

Installing Microsoft SGL Server Express ...
- .
Extract: CiiUsers\deviappDatallocal\ Templnsl4 74 . tmp| SQLExpressCanfigurationFi... = |

Rename:

Rename: | Extracting Files @

Delete file

R : - ) . Y
RZ:Z::: E stracting File: w4 zetuphagl_engine_core_inst_maipfileshagls

Delete file|  To Directony: c:A0939b24857 3bdiE 7085

Rename:

SOL Server 2008 R2

Fleaze wait while SOL Server 2008 R2 Setup processes the current operation.

i1 Door Service Router (DSR) Setup EI =] 3

17. Click [NEXT] to continue. Installation Complete W

Setup was completed successfully,

Completed
.
Starting DSR. Server, please wait... -

The Apache Tomcat DSR. service is starting.
The Apache Tomcat DSR. service was started successfully,

DSR Server started

Create folder: C:\ProgramDataiMicrosofthwindows Start MenulProgramsiDSR

Create shorbout: C\ProgramDatalMicrosoftiwindows) Start Menu\Programs\DSRADS, .
Create shortcut: CHiProgramDatatMicrosoftiwindowsiStart MenuiPrograms\DSRiUN, ..
Created uninstaller: C:\Program Files\DSRUninstall.exe

Completed s

< Back Cancel

o7 Door Service Router (DER) Setup EI = | 2
18. Click [FINISH] to continue after choosing the
options you desire.

Completing the Door Service Router
{DSR) Setup Wizard

Door Service Router (DSR) has been installed on vour
compuker,

19. The ASSA INSTALLER will create shortcuts for
your desktop.

Click Finish to close this wizard,

show Readme

Launch Suppart Tool

< Back Cancel
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20. The ‘Apache Tomcat DSR’ service is installed to run/start automatically.

T Services EI[
File  Action Miew Help
e B Ec=zHE >enw
S Services (Local) . Services (Local)
Apache Tomcat DSR Marne : Description Status Startup Type Log On £
) Lo ActiveX Installer (AednstSh) Prowides User Account Contral w.. Manual Local Sys
%;‘tg:tfhs:;::jce Lo Adaptive Brightness Maonitors ambient light sensors t.. Manual Local Ser
] ache Torncat DSR Apache Tormcat 6 Started Automatic Lo Y3
Lo bpplication Experience Processes application compatibil.,,  Started Manual Local Sys
Eescrfzptll'on: 60295 Lo bpplication Identity Determines and verifies the ident... Manual Local Ser
htpt‘:'cff:on?rc“a:aatpalche Drzr:a ) Lo Application Information Facilitates the running of interac.,  Started Manual Local Sys

21. Verify the DSR Support Tool Icon is present on the Desktop and that the DSR Support Tool
launches successfully.

22. Supply the User Name and Password that ASSA ABLOY Documentation provides.

23. Click the [Sigh In] button.

o=

|@Lugin DSR Support Tool |T|

€ > |@ 127.0.0. L8080/ dsrsupport/pages/cammon/ftlflagin.ftl

c -.'lv Google ):'| fr E

ASSA ABLOY DSR Support Tool DSR Health DISR DB Health

Log In

User MName

- Password

ASSA ABLOY DSR Support Tool
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24. if you have pre-configured and connected any readers, the DSR Tool will display them.
@® Ensure the DSR HEALTH indicator is green.
@® Ensure the DSR DATABASE indicator is green.
@® Indicators may take a few minutes to turn green.

@® Readers may/or may not be “confirmed” (green checkmark), but the GCSASSASync
program will confirm every reader that is really configured in the System Galaxy
database when it runs.

[ s

| Esk support Toal |T\

€ | @ 127.0.0.18080/dstsupport/app/viewOnline AP Tab | - Googie Al EB- ¥ #

ASSA ABLOY DsR Support Tool

Facility View ‘ Configuration Settings » ‘ Decryption Utility

Enter Serial Mumber « Lock List

= Access Points Total -4 | Confirmed - 4 | Unknown -0 Pending -0

[Z IT306EDS23PAODCA

IT306E0529PA0DCA Old PoE Lock SxPz External Powered O ‘/ > 192.168.24.238
IT211053775C0544
IT311D53775C0548 Wifi Lock SxPx Battery Powered Q ‘/ > 192.168.24.58
[Z1T321D11955405CA
IT321011955405CA PoE Lock SuPx External Powered QO v - 192.168.24.241
[Z IT337E0316PCODAA
IT337E0316PCODAS Old Wifi Lock SuPw Battery Powered O ‘/ e 192.168.24.240
50 v I 4 pageEMof1 b ¥l Displaying 1 to 4 of 4 items Cleared fj Disabled @ Unknown @ Pending Synchronized ¥ Out of Syne Y
Lock Details Sync Status Details Events Users in Lock Timezones in Lock

End of this section.
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4 INSTALL THE ASSA CONFIG TOOLS

This section covers how to install the ASSA CONFIG TOOLS to configure the ASSA IP LOCKS.

» See the Requirements and Recommendations for important notes.
» Use the Network Configuration and Lock Configuration tools provided by ASSA ABLOY (these will
launch from a desktop shortcut). They are installed by the Assa Certified Dealer which is not

covered in this manual.

4.1 INSTALLING THE ASSA CONFIGURATION TOOLS

Steps to Install the Configuration Tools:

1. Double-click the Combolnstaller EXE file
from the install CD.

2. Check BOTH boxes

System Galaxy Integration to ASSA ABLOY IP Readers

[E=8[ECR =)
o) [0 5 Newfalder » « 42 ][ Search tew fotder »]
Organize ~  [E] Open  Sharewith »  New folder = 0 @
X Favorites Name ’ Date modified Type Size
B Desktop Firrmarare 5/15/2014 311 PM File folder
1 Downloads LCThnstaller S/AS/NL43ALPM  File folder
Recent Places Manual 5/15/2014 311 PM File folder
NCTInstaller 5/15/2014 311 PM File folder
G4 Libraries & autonun WML AM  Setup Information 1KB
| Docurments &) Combolnstaller 9/30/2011 1158 &M Application 21 kB
) Music
= Pictures
B videos
& Computer

&, Local Disk (C:)

€ Network

%  Combualnstaller Date modified: 0/30/201111:58 A Date createc: 5/15/2014 3:11 PM
4y Application Size: 26.4 KB

a5 Lock and Metwork Configuration Tool Installer

Welcome to the Lock and Network
Configuration Tool Installer

Please choose the products to install

J| Lock Configuration Tool
V| Metwork Configuration Tool
WARNIMG: This computer program is protected by copyright lawe and international tresties.

Unauthorized reproduction or distribution of this program, or any portion of it, may result in severe
civil and criminal penatties, and will be prosecuted under the maximum extent pozsible under lawe.

Lancel | | Mext
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jE;-‘ Lock Configuration Tool
3. Click the NEXT button. ] )
¥Welcome to the Lock Configuration Tool Setup
Wizard

Thi inztaller will guide you through the steps required to install Lock Configuration Tool on your
cornputer.

WARMIMG: Thiz computer program iz protected by copyright law and intermational treaties.
Unauthorized duplication or distibution of this programm, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the masimnum extent pozsible under the law.

Cancel ‘

jE;-‘ Lock Configuration Tool
4. Recommended to accept the default install

. Select Installation Folder
location.

5. Click the NEXT button.

Thiz inztaller will install Lock Configuration Tool to the following folder.

Tainztall i this folder, click "Mext”. Tainstall to a different folder, enter it below ar click "Browse".

Folder:
C:Program Files [#86]%sza Abloy AHG\Lock Caonfiguration Tool' Browse... |

Dizk Cost... |

Install Lock Configuration Tool for yourself, or for anyone who uses this computer:

* Evemone

" Just me

Cancel < Back
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6. Click the NEXT button.

7. Click the CLOSE button.

‘_'@ Lock Configuration Tool

Confirm Installation

The inztaller is ready ta install Lock Configuration Taol ok your computer.

Click "Mext" to start the installation.

Cancel ¢ Back |

ﬁ Lock Configuration Tool

Installation Complete

Lock Configuration Tool has been succezsfully installed.

Click "Cloze" to axit.

Pleaze uze Windows pdate to check for any critical updates to the MET Framework.

4.2 CONFIGURING THE NETWORK SETTINGS OF EACH LOCK

Steps to Network Configuration Tool:

1. Double-click the Network Configuration
desktop icon to launch the tool.

System Galaxy Integration to ASSA ABLOY IP Readers
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2. Enter a site name and File Help

General Information

3. Supply the indicated Site Name Testing install Password 1234
passwo rds . Inactivity Timeout 300 {seconds, 0 =off) IT Password 1234
Locks
4. Click [NEW] to add a new Loeknto
Name Door 1
door/lock. S/N IT306EN523PADDCA
Reader MNon iClass -
men =
5. Enter a name for the Door/Lock File Help
in the [Name] field under the General Information
LOCk |nf0 section. Site Name Testing Install Password 1234
Inactivity Timeout 300 (seconds, 0 =off) IT Password 1224
6. Enter the lock serial number Locks Lock o
found under the lock cover N oo
Bﬂﬁii SN IT306E0529P ADDCA
7. Select the Reader type. L e
DHCP [
8. Add the IP Address for the lock P Address 157 163 24 23|  SubnetMask [ 255 755 240 O
Gateway | 192 .168. 16 . 1 EACIP Addr | 192 .168. 24 . 30
® SSID is for WiFi locks only. SSID EACPot 2571
@ EAC IP & Port iS the [ Encryption / Authentication...
address of the server

. Lock AES
where DSR Tool is e AES ey

. DPAC User Name DPAC Password
installed.

DPALC default wirsless rate - [[] Use atemate PoE communication mode

MTU Size (DPAC: Sto 1460; PoE: 51210 1400) 536

9. Set encryption type —refer to
the site IT Professional.

When power fails the lock wil @ Lock upon powerfailure ) Unlock upon power failure

ViewMode | New || Edit | [ Delete |

Version 2.3 Release bA2/2012

10. Set whether the lock will unlock
or remain locked in case of a
powerfailure.

11. Save settings.

@® See the ASSA ABLOY
documentation for any
instructions related to
encryption and other
special configuration
features.
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4.3 ADDING A LOCK TO THE ASSA DATABASE

1. Double-click the Lock Configuration @*}e

desktop icon to launch the tool. 7
Lack
Configurat...

2. Click File menu and select OPEN >

Configuration File B ook Configuration I ()
File  Site  Help
3. Choose the filename you created in the Site

. . . Testing
previous section using the Network

. . Date  5/5/2014 10:35:06 AM
Configuration Tool.

Lock  |Door1
4. Select Door/Lock from the [Lock] droplist o l {;);
that is connected to the computer. i

[ Connect to Lock

@® Installer must have the lock
connected to the computer with
the Assa Dealer supplied cables. Add Temporary Users

Lock Configuration Incomplete
Wersion 2.3 Release 5/02/2012

@® Click FILE Menu and select Setup to
change which COM port that the
reader/lock is physically connected
to.

5. Click [Connect to Lock] button to connect
to the lock.
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6. The serial number will display in green File Ste Help
when the selected lock is matches the

connected lock. [osiug}
5/5/2014 10:35:06 AM
7. Click [Configure Lock] button to push the
network settings into the connected lock. [Doom .]
SN IT311D5377SCO5AA
8. Follow / respond to any additional user Ver: 3 0n08_sx_pfm E >

prompts that display as the lock is being
configured (messages vary based on
individual configurations). [ Configure Lock ]

[ Connect to Lock ] [ Update Firmware l

lAdd Temporary Users v] I Go l

Lock Configuration Incomplete
Version 2.3 Release

9. User confirmation prompt displays when
the lock configuration is complete
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@ NOTE: This screen shows the additional
actions you can select.

File  Site Help

Site Testing
Date 5/5/2014 10:35:06 AM

Lock  [Door4

3

Ver: 3_0n08_sx_pfm

SIN. IT311D5377SCOSAA =« >

| ConnecttoLock |

[ Update Firmware ]

l Configure Lock ]

Add Tempaorary Users

Add Temporary Users

Delete Temporary Users
Version 2.3 F Add Comm Users

. Delete Comm Users

Delete All Users

Reset NVRAM

Get Network Device Info

Verify Connection to Host

Configure Serial Number

Battery Test

Lock Switch States

Configure Alarms

Ping Test

Configure iClass/CSN Mod

e

End of this section.
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4.4 VIEWING THE LOCK WITH THE DSR SUPPORT TOOL

In this step the installer will very the lock is able to connect to the DSR Database.

Steps to using the DSR Support Tool: Screenshots

1. Launch the ASSA ABLOY DSR Support Tool.

@® The DSR Support Tool should open in
your default browser.

2. Provide the default username and password.

3. Click [SIGN IN] to continue.

@® Don’t be alarmed about unconfirmed locks at
this time — GCS ASSA Sync will confirm the
locks when it connects. ASSA ABLOY DSR Support Tool

|Eostsupport oo L=

4. The home screen will display. &5 B B s ST ~
ASSA ABLOY DsR Support Tool

. acili figuration Settings > |  Decryption Utility
® On the right panel, the DSR .. R
Tool will display the locks that e e e
are conn eCted su CCGSSfu I Iy. 1T311053775C058 Se Battery Powered o x ? i
1 v K4 Elof1 bl leared [} Disabled () Unknown 2 Pending f Syne Y

@® TIP: You can use this tool to S
find your lock serial number,
which will be needed to
program the reader
information into System
Galaxy.

05 May 2014 10:38:10

192.168.24.58

End of this section.
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5 INSTALLING THE ‘GCS ASSA SYNC’ PROGRAM

This section covers how to install the GCS ASSA Sync Program.

Network connectivity is required to install the components to this interface.

The GCS ASSA Sync Program can be installed on the Galaxy Database Server (recommended).

The ASSA DSR Server must be installed and running (online/available for connections).

After installation, the program can be executed/run manually from its local drive for test purposes.
It is recommended you schedule the GCS ASSA Sync Program to run automatically at least one hour
before the ASSA Locks are scheduled to wake up and synchronize to the ASSA Database.

P See the next section for details on how GCS ASSA Sync works.

vV v v v Vv

Steps to install GCS ASSA Sync Program. Installation Screenshots

(=] = =

Welcome to the GCS ASSA Sync
Installation Wizard

40 GCE ASEA Syne Setup

1. Insert the Galaxy GCS ASSA Sync CD.

It is strongly recommended that you exit all Windows programs

before running this setup program,

2. CIICk [N EXT] tO begln InStaIIIng the GCS ASSA SynC Click Cancel to quit the setup program, then close any
programs you have running.  Click Next to continue the

installatian,

program.
1) GCS ASSA Sync Setup ol & |
3. Enter user name and organization and select who o oo et 'Q?
] . nter the Following information ko personalize your installation, '
has access to the application. > 1//]

Full Name: ‘Winduws User

Qrganization: ‘

4. Click [NEXT] to continue.

The settings for this application can be installed For the current user or for all users
that share this computer. You must have administrator rights to install the settings For
all users, Install this application For:

© &
) Only For me (Windows User)

Wise Installation Wizard®

l < Back J[ [ext > ] { Cancel ]
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5. The installation wizard will install the GCS ASSA
Sync executable in the recommended path
C:\GCSASSASync\.

6. Click [NEXT] to continue.

7. Provide the IP Address and IP Port of the ASSA DSR
server.

@® This information is required for the GCS
ASSA SYNC program to connect to the ASSA
DSR when updating the ASSA Database

8. Click [NEXT] to continue.

9. Provide the ODBC Source Name, ODBC Username
and ODBC Password that the Galaxy database was
configured to use during the SG Database Server
install.

10. Click [NEXT] to continue.

System Galaxy Integration to ASSA ABLOY IP Readers

1l GoE ASSA Syne Setup [o] & =)

Destination Folder ' ‘ ‘
Select a Folder where the application will be installed. '

The Wise Installation YWizard will install the files For GCS ASSA Sync in the Following
folder.

Ta install into a different Folder, click the Browse button, and select another Folder.

‘fou can choose not to install GCS ASSA Sync by clicking Cancel to exit the Wise
Installation Wizard.

Destination Folder

CHECSASSASYNC), Browse

‘Wise Installation Yeizard @

<Back || HMext> | Cancel

1 GCs ASSA Syne Setup =] & =]

ASSA DSR Configuration ' ‘ ‘
The following infarmation is required to pre-configure the
GCS ASSA Sync prograrn, ‘ “

ASSA DSR Settings

DSR IP Address: ||
[Example: 192.168.1.1)

DSR IP Part; [

[Example: 8080)

‘Wise Installation Wizard®

< Back |[ Mext = ] | Cancel

2 GCS ASSA Sync Setup =] = =

GCS DBDC Configuration ' ‘ .
The following infarmation is required to pre-canfigure the GCS
ASSA Sync program. ' J

System Galaxzy Database Settings

QDBC Source: ||

[Ex: SwsGal)
(QDBC Username: |

[Ex gos_client]

ODBC Passward: |

‘Wise Installation Wizard®

< Back |[ Mext = ] | Cancel
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11. Click [NEXT] when you are ready to begin the
application installation.

® You can click Cancel to exit the program

@® You can click Back to return to previous
screens to verify or reenter data.

12. Allow the GCS ASSA Sync Setup Wizard to extract
the files and complete the installation normally.

@® You may need to [Accept] a Windows User
Access Control prompt to allow the wizard
to start the install.

@® Clicking Cancel will abort the installation.

13. When the GCS ASSA Sync Setup Wizard has
completed the installation, it will display a message
stating that the “GCS ASSA Sync has been
successfully installed”.

® The install wizard does not install any menu
options, shortcuts or desktop icons to launch
the GCS ASSA Sync since the application is
intended to run silently using the Windows
task scheduler.

1) GOS ASEA Syne Setup o & ==

Ready to Install the Application ' ‘ ‘
lick Next to begin installation, '

Click the Back button to reenter the installation infopmation o click Cancel to exit
the wizard,

wwise Installation Wizard (R}

<Back [ Fplhext = § l Cancel

3] GCSASSA Syne Setup ===

Updating System ' ‘
The Features you selecked are currently being installed. '

Extracting properties. ..

TemplateFaolder

‘Wise Installation Wizard (R)

. Cancel ¢

3 GCSASSA Sync Setup

=Rl |

(/ ‘ qF GCS ASSA Sync has been
' successfully installed.

Click the Finish butkon ko exit this installation,
CONTROL SYSTEMS

< Back Cancel

End of this section.
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6 GCS ASSA SYNC FUNCTIONALITY

This section covers the functionality and output of the GCS ASSA Sync Program.

6.1 GCS ASSA SYNC PROGRAM FUNCTIONALITY

The GCS ASSA Sync Program reads the Galaxy Database to determine which users in the Galaxy Database are
authorized to have access to any ASSA IP Reader. GCS ASSA Sync then pushes the credentials and reader serial
numbers into the Assa Database along with the reader serial numbers that the user/credential has access to.

GCS ASSA Sync also deletes all credentials from the ASSA Database that no longer have any valid access in
Galaxy to an ASSA Reader.

GCS ASSA Sync also reads the ASSA Database to retrieve the authorization logs (events) that have occurred
since the last synchronization.

IMPORTANT: Users/cardholders who have any access (unlimited or limited/scheduled) access at any ASSA IP
Reader will be granted 24/7 unlimited access at the ASSA IP Reader.

IMPORTANT: Users/cardholders who's access is withdrawn from a reader in the Galaxy system will be
automatically removed the next time the GCS ASSA Sync Program runs. access at any ASSA IP Reader will be
granted 24/7 unlimited access at the ASSA IP Reader.
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6.2 LONG DESCRIPTION OF THE GCS ASSA SYNC PROGRAM PERFORMANCE

Upon execution, the GCS ASSA Sync Program performs the following actions in the order shown:

1
2
3.
4

Reads the configuration file
Establishes connection with Galaxy database.
Establishes connection with ASSA database.

Downloads necessary Galaxy data:
e Users (cards) in Galaxy that have access to any Reader designated as an ASSA ABLOY IP READER
e Readers by Serial Number, that is designated as an ASSA ABLOY IP READER.

Downloads necessary ASSA data:
e Readers (Access Points)
Authorizations
e Users
e Logs (events that have occurred at the ASSA Readers)

Removes orphaned Users from ASSA database.
e Confirms ASSA Reader (Access Point) if present in Galaxy database and unconfirmed in ASSA
database.

Synchronizes Users between the two databases:
e Users (cards) in Galaxy database that are not in ASSA are pushed to ASSA database.
e Users (cards) in the ASSA database that are not in Galaxy are removed from ASSA database.
e Removes ASSA Reader (Access Point) if present in ASSA database but not in Galaxy database.

Imports necessary logs into Galaxy database (card/reader activity events).

Closes all connections.
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6.3 EXAMPLE OF LOG OUTPUT

[ SYNC STARTED ] 2014-03-19 09:13:23.481000

03/19/2014 09:13:23 AM INFO:
03/19/2014 09:13:23 AM INFO:
03/19/2014 09:13:23 AM INFO:
03/19/2014 09:13:23 AM INFO:
03/19/2014 09:13:27 AM INFO:
03/19/2014 09:13:27 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:28 AM INFO:
03/19/2014 09:13:29 AM INFO:
03/19/2014 09:13:29 AM INFO:
03/19/2014 09:13:30 AM INFO:
03/19/2014 09:13:30 AM INFO:
03/19/2014 09:13:30 AM INFO:
03/19/2014 09:13:30 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:31 AM INFO:
03/19/2014 09:13:32 AM INFO:

14:48:20.000387

03/19/2014 09:13:32 AM INFO:

14:48:22.000230

03/19/2014 09:13:32 AM INFO:

14:47:45.000713

03/19/2014 09:13:32 AM INFO:

14:47:12.000500

03/19/2014 09:13:32 AM INFO:

14:47:15.000500

03/19/2014 09:13:32 AM INFO:

14:47:18.000500

03/19/2014 09:13:32 AM INFO:
03/19/2014 09:13:32 AM INFO:
03/19/2014 09:13:32 AM INFO:
03/19/2014 09:13:32 AM INFO:
03/19/2014 09:13:32 AM INFO:
03/19/2014 09:13:32 AM INFO:

Reading config..

Connecting to ODBC..

Setting up SOAP protocol..

Setting up SOAP Client..

[ IMPORTING/CLEANING ASSA DATA |

Importing Access Points...

[ COMPLETE ]

Importing Authorizations...
Importing 8 Authorizations..

[ COMPLETE ]

Importing Users..
Importing 2 Users..

[ COMPLETE ]
Retrieving 100 logs from 1T321D1195SA05CA
Retrieving 50 logs from 1T321D1195SA05CA
Retrieving 100 logs from IT306E0529PA0DCA
Retrieving 50 logs from IT306E0529PA0ODCA
Retrieving 100 logs from IT337E0316PCODAA
Retrieving 100 logs from IT337E0316PCODAA
Retrieving 38 logs from IT337E0316PCODAA
Retrieving 100 logs from 1T311D5377SCO5AA
Retrieving 100 logs from 1T311D5377SCO5AA
Retrieving 52 logs from IT311D5377SCO5AA

[ ADDING/REMOVING USERS ]

[ COMPLETE ]

[ PUSHING LOGS TO GALAXY ]

Imported: EVENT_USER (65): (20, 112, 3) -> IT321D1195SA05CA @ 2014-03-18

Imported: EVENT_USER (65): (20, 112, 3) -> IT306E0529PAODCA @ 2014-03-18
Imported: ALARMID_DENIEDACCESS (64): None -> IT337E0316PCODAA @ 2014-03-18
Imported: ALARMID_DENIEDACCESS (64): None -> IT311D5377SCO5AA @ 2014-03-18
Imported: ALARMID_DENIEDACCESS (64): None -> IT311D5377SCO5AA @ 2014-03-18
Imported: ALARMID DENIEDACCESS (64): None -> IT311D5377SCO5AA @ 2014-03-18
[ COMPLETE ]

[ SYNC REPORT ]

Total APs: 4

Total Users: 2

Total Auths: 8
Sync Time: 8.63899993896 seconds
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7 SCHEDULING THE GCS ASSA SYNC EXECUTION

This section covers how to RUN the GCS ASSA Sync Program using Windows Task Scheduler

» Network connectivity is required between the ASSA Database server and GCS ASSA Sync Program.

» Afterinstallation, the program can be run/executed manually from its local drive for test purposes.

P Itis recommended you schedule the GCS ASSA Sync Program to run automatically at least one hour
before the ASSA Locks are scheduled to wake up and synchronize to the ASSA Database.

7.1 RUNNING ‘GCSSYNC.EXE’ APPLICATION MANUALLY

NOTE: Running the ‘GCSSync’ Application manually may be needed when/if a credential is lost or withdrawn,
or when access to a door/area is completely removed.
NOTE: Since the ASSA IP Readers must wake-up and synchronize to the ASSA Database to pick up changes, you
may also wish to manually trigger the synchronization.

Steps for manual synchronization.

1. DEACTIVATE THE CARDHOLDER OR THE INDIVIDUAL CARD CREDENTIAL IN SYSTEM GALAXY — see
chapter 9 for a view of the Cardholder programming.

a. NOTE: When A credential expires naturally or is manually removed (or access is removed) in the
System Galaxy database, the GCS ASSA Sync Program will pick up the change the next time it is
scheduled to run, and push it to the Assa Database.

b. The IP Readers will then pick up the change whenever they are scheduled to wake-up.

@® IF YOU WANT TO EXPEDITE THE UPDATE TO THE IP READERS FOLLOW THE MANUAL
UPDATE STEPS IN THIS SECTION

2. To expedite the update, manually run the GCSSync.exe after the expiration, de-authorization or de-
activation of the credentials in System Galaxy.

® System Galaxy hardware controllers are updated immediately

@® ASSA IP Readers that use the GCSSync Program can be manually updated by the steps in this
procedure.

@® Be aware that ASSA Aperio products are fully integrated accord to the specifications of the previous
ASSA integration — see the Galaxy ASSA ABLOY Addendum for information on the Aperio Product.

<< continued on the next page >>
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.

3. Browse to the folder using Windows® =L
Explorer d

4. Double-click the GCSSync application. /f
file extensions are hidden, you will not
see the “.exe’ part of the filename.

5. A Wlndows® Console She” W|” open to GCS ASSA Sync is currently synchronizing..

iSee the ‘sync.log’ file for details.

execute the application.

This window will close wvhen finished.

® The window will close
automatically when the
process is completed.

® A log file will be created.

6. AT THIS POINT THE ASSA DATABASE IS SYNCHRONIZED WITH THE GALAXY DATABASE.

® Cardholders who are inactive are removed from the ASSA Database (see the Cardholder
Personal tab).

@® Card/credentials that are inactive, not activated/authorized or are expired are removed
from the ASSA Database (see the Card/Badge Settings tab).

@® Any credential that is set to “NO ACCESS” on all [access group] fields AND has no door
access to IP Readers through Personal Doors feature, AND has no access through Access
Profiles are removed from the ASSA Database (see the Card/Badge Settings & Loop Details).

@® Important: any access in SG to an IP Reader will grant 24/7 access to the IP reader — regardless of
scheduled times in SG.

7. Walk to the readers and use the PIN command or present the Wake-up Card that triggers the reader
synchronization (based on your model). See the reader manufacturer’s documentation for details.
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7.2 CREATING A WINDOWS TASK SCHEDULE TO RUN ‘GCSSYNC.EXF’

IT IS RECOMMENDED TO SET THE SCHEDULE TO RUN AT LEAST ONCE A DAY AND TO HAPPEN AT LEAST ONE
HOUR BEFORE THE IP READERS ARE SCHEDULED TO WAKE AND SYNCHRONIZE TO THE ASSA DATABASE.

Steps to create a Windows Task Schedule. Installation Screenshots

Ji

1. The GCS ASSA Sync directory defaults to |83 = fomven v loiinin » s
C:\GCSASSASync\ T Tt e —.29

® The application name is " o
GCSSync.exe. s e

@® If file extensions are hidden you o i
will not see the ‘.exe’.

Create Basic Task Wizard (=3l

2. Open the Windows Task Wizard. B create aBasic Task

Use this wizard to quickly schedule a comman task. Far mare advanced options or settings

3. Select [Create a Basic TaSk] and enter a g such as multiple task actions or triggers, use the Create Task command in the Actions pane,
: H ction ame: GCSASSA Syne|
descriptive name such as “GCS ASSA o N ”
Sync” to continue.

Description:

4. Click [NEXT] to continue.

Cancel
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Create Basic Task Wizard @I
5. Select [Daily] trigger option. @] TaskTigger
6. C“Ck [N EXT] tO Continue. Create 3 Basic Task When do you want the task to start?
o
Action o
Finish - Weekly
) Monthly
) One time
) When the corputer starts
2 Whenllogon
) When a specific event is logged
< Back ] [ Mext = l [ Cancel ]
Create Basic Task Wizard @

7. Set the [Start Time] (runtime) to at least @] paily
1 hour before the readers are scheduled

to SynChI’OI’]IZG to the Assa Database. -IC-r.EatEaBaSIETESk Start: 5/ 5/2014 [~ 1200f[PM 3 [ Synchronize across time zanes
rigger

This way the data will be freshly Recurever: 1| days

synchronized between Galaxy and ASSA .

databases when the readers wake up
and request data.

8. Set the [Recur Cycle] to at least 1 time
every day.

9. Click [NEXT] to continue.

< Back ] [ Next = l l Cancel ]
Create Basic Task Wizard @
10. Select [Start a Program] option. ©] Acton
1 1 . C“Ck [N EXT] to co nti nue. i:;gt:: e Tesk What action do you want the task to perform?
Daily
@ Start a program
IRty %) Send an e-mail
“) Display a message
< Back I I Mext = l l Cancel I

System Galaxy Integration to ASSA ABLOY IP Readers Page 33



Create Basic Task Wizard @

E Start a Program

12. In the [Program] field, click [Browse] to

navigate to GCS Assa Sync directory as e s BT
. rigger Program/script:
shown and select the GCSSync.exe file. AC:::/ CAGCEASSASyNC\GCSSye exe Browse...
Start a Program Add arguments (optional):
13. I M PO RTANT YOU mUSt ma nua”y type Finish Startin {optional): CAGCSASSASyCY

the directory pathname to the
GCSSync.exe file into the [Start In] field.
Do not include the filename in this field
(i.e. C:\GCSASSASync\ )

14. Click [NEXT] to continue.

< Back ‘ [ Hext = I | Cancel |
Create Basic Task Wizard @
E Summary
15. Click [FINISH] to save and complete the Create s Basic Task
Trigger Harme: GOEASEA Syne
program' Dl Description: |
Action
Starta Program
Trigger: Daily: &t 12:00 PM every day
Action: Start a program; CAGCSASSASync\GCESync exe
Open the Properties dialog for this task when I click Finish
“Wihen ywou click Finish, the new task will be created and added to your Windows schedule,
< Back | [ Einish ] | Cancel

® Galaxy recommends you test the GCS ASSA Sync Program to ensure it connects/syncs the ASSA Database.
@® The GCS ASSA Sync Program must be able to connect to the ASSA Database to perform the update.
@® The ASSA Database will be updated when the GCS ASSA Sync Program actually runs.

@® The ASSA ABLOY IP Readers must also wake-up and connect to the ASSA Database to update.
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8 CONFIGURING THE SYSTEM GALAXY (SG) HARDWARE

This section covers adding hardware to the System Galaxy (SG) database. This is an abbreviated instruction guide.
To see the expanded features and options available, installer must refer to the main Software User Guide.

This section covers the following topics:
8.1. Launching System Galaxy client software.
8.2. Adding a new Reader Type for ASSA ABLOY IP Reader to the Galaxy (SG) database.
8.3. Creating a ‘dummy’ Loop/Cluster (required to match IP Reader events with card activity in SG).
8.4. Creating a ‘dummy’ Controller and adding DPI boards (reader slots) to the System Galaxy database.

8.5. Adding each ASSA IP Reader’s serial number to the Galaxy (SG) database.

8.1 LAUNCHING SYSTEM GALAXY CLIENT SOFTWARE

1. Double-click on the SG Desktop Icon to
open the System Galaxy client software.

® SG Desktop Icon is on the Main Comm.
Server and any client workstation.

Sign On/Off =5
.

2. Supply the login name and password for a
Master level operator (required level of
permissions to program hardware)

Operator Name: |

Pazsword:

Sign On Sign Dif

3. The System Galaxy software opens.

Example screen shot provided: Upon opening, any Loops & Readers programmed so far will display. ASSA IP
Readers are not connected to real Galaxy Hardware; thus they do not appear in the Hardware Tree.

System Galaxy - Alarm Evel * h - —— — lilﬂl-t—hj
File Configure Record Edit Wiew Utilities Window Help
b Ua s & @ R?
HEMEAD €& OB 2% Bk @0~
Hardware Tree X Alarm Events = WCCloop 2 i
5 WCCLoopl Date/Time Device/Point Event R. User Loop
=P8 WCC Loop 2
{78 Controllers
=-JE, Doors/Readers

IE 2A/2B Inner Cent. Sally
IE 2/2B Inner Cent. Sally
IE 2A/2B Outer Cent. Sall
IE 2A/2B Outer Cent. Sall
IE. Unit 2A Core Hallway |
IE. Unit 2A Core Hallway | -
IE Unit 24 HPA-1-13 Guz E
B o ooan - e '
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8.2 ADDING THE ‘ASSA ABLOY IP READER’ TYPE TO SYSTEM GALAXY

If the “ASSA ABLOY IP Reader” type is not present by default in the SG database, you must add it.

/ IMPORTANT: Add the ASSA ABLOY IP Reader type before adding the hardware to System Galaxy.
e

Reader Type Programming: the Reader Type Programming screen is a screen that is used to build the
Reader Type pick list for the Reader Properties screen.

NOTE: System Galaxy will display (or unhide) specific programming options based on which Reader Type is
selected in the Reader Properties screen (e.g. reader serial number field).

Wi

¢ To open the Reader Types screen from the SG Menu, select Configure > Hardware > Reader Types.

+ |f “ASSA ABLOY IP Reader” is not already in the [Description] list, you must manually add the name by
typing ASSA ABLOY IP Reader (without quotemarks) into the [Description] field.

¢ Click the [Add New] button when the Reader Types screen opens.
¢ In the [Output format] droplist, choose ‘Third-Party External’
+ Click [APPLY] button to save.

Reader Types Programming: Adding the Reader Type

Reader Types =

D 41 Add M e
4554 ABLOY IP Reader Ed
Dezcription:
Delete

Output farmat: | Third-Party Extemal - &pply
Cancel

Build Default Types
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8.3 ADDING THE ‘DUMMY’ LOOP/CLUSTER IN SYSTEM GALAXY

Add the 600 Loop/cluster before adding the access control panel:

¢ Click on the [Loop] toolbar buttonﬂ;E to open the Loop/Cluster Programming screen;
{Or from the menu, select Configure > Hardware > Loops/Clusters.}

¢ Click [Add New] when the Loop Properties screen opens.

¢ Type in a meaningful Loop name into the [Name] field. (You may wish to indicate the loop number or make
the name refer to the ASSA IP Readers. Keep in mind that the SG Hardware tree sorts Loop names in
ascending alphabetical order).

¢ Set [System Type] droplist to “600”.
¢ Set [Connect using] droplist “No Connection”.

¢ Click [ Apply ] to save settings.

Loop/Cluster Properties: Configuring the Loop

Loops/Clusters =

D # 1 Order by IO 2) Order by Mame Add New
E dit
M ame: WL Loop 1
Delate
Serial #: 0300671

Apply Reports | ™
Svstem Type:
(Ccares )

Communication | Card Settings I Share Optionz | LED Options I Loop/Cluster Groups I .-’-‘-.dvanced|

Connect ugsing: I TCRAP i I

Ewvent Server [P: 1.1.1.1€E0 I Event Servers I
Remote Fort: 4003

Loop Communication SGSERVER

Semer
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8.4 ADDING THE ‘DUMMY’ CONTROLLER AND DPI BOARDS IN SYSTEM GALAXY

Add the 600 Controller (access control panel) to the loop/cluster:

To open the Controller Properties screen: click on the Controller button on the toolbar,
{Or from the menu, select Configure > Hardware > 600 Controller}

+ When the Controller Properties screen opens, select the Loop/Cluster name you just created in
the previous step.

+ Click [ Add New ] to add the controller.

+ Enter a user-friendly descriptive Name for the control panel. The software automatically assigns
a controller name — you can / should change that to a name that logically describes the location or

purpose of the panel (i.e. Lobby controller, or East Wing, 15t floor, etc.) for administration and future
maintenance purposes.

¢ Click the [ADD BOARD] button: and select the DPI OR DRM board type — adding as many as you

need to support the number of readers you are adding. One DPI Board add two reader slots to the
system.

+ Click [ Apply ] to save the configuration.

+ Select the ASSA ABLOY IP Reader type if available (or choose a temporary default type until
you can set the ASSA ABLOY IP Reader type in the Reader Properties screen).

Controller Properties: Configuring a 635/600-series Controller

Cluster/Loop: [Main Building ek | | Add Mew |

: 1 i Order by 1D @) Order by Mame Edit |
Contraller [D:
Delet
Marne: |Eluster #: 1, Unit #: 1 v| ElElE |
Apply Reports | ™
Bypazz loading:

— Cancel
| Interface Boards | CPU Boards | &lam 140 Gru:uup_s__!__lzlptiuns!

Board/Section®  Description Sections SadBas
=-E8 2 2 _

1-@ c 3 Edit Board
-8 10 2 Delete Board
+E 16 Dual Reader Interface (&00) 2

Sechon [nlse

Sechon MNat In Uze

et Board Info
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8.5 CONFIGURING THE READER PROPERTIES IN SYSTEM GALAXY

@® IMPORTANT: Carefully type the Serial Number of the IP READER correctly when entering it into the Galaxy
Database. Reader synchronization is dependent on the reader serial number being correct.

To configure a Reader Port, open the Reader Port window. Follow the menu selections Configure >
Hardware > Reader Ports, or click the Doors/Readers button on the toolbar.

L 4

*

Open the Reader Properties screen: click on the Door button on the toolbar,
{Or from the menu, select Configure > Hardware > Reader Ports}

Select the Loop/Cluster and Controller that is assigned to your ASSA IP Reader.
Select the specific Reader from the droplist that you are configuring.
Click the Edit button to place the reader properties in edit mode.

You can change the Reader [Name] field as desired (up to 65 characters) to something that describes the
reader or door/area it accesses (i.e. Room 101; supply closet). The system mapping for that board is still
displayed above the reader name field.

Select the ‘ASSA ABLOY IP Reader’ option in the [Reader Type] field will be disabled, but it will display the
format you assigned to this reader in the Serial Channel properties screen (PIM Wiegand or PIM ABA).

On the General Options tab, the actual Reader’s serial number — BE CAREFUL TO TYPE THIS CORRECTLY!!

Reader Properties: Configuring the ASSA IP READERS

. GCS10.4 b
Laop: | : |
B F Cluster: 007, Cont: 007, Brd: 2, Sect: 2-0
File Configure Record Edit View Utiities Window Help Fleadsr M ] |Wlfl Lock - |
% & @ k7 eqder Mame:
HmEAy O O AS54 ABLOY IP Reader
Hardware Tree 2 x Alam Events | GC5104  Reader Ports Reader T_'.—'FIE
=B 6cs104 s
i[9 Controllers Loop GC5 104 ~ )| contolunit [ Contiolers T hl[d'PEl[t_'r' External
e JL Doors/Readers Cluster, 001, Cont: 001 Brd: 2, Sect: 20 Anoly
L . Bre: 2, Sect: 24 FEpOTE
- Door Groups 0 —
B8 10 Graups Resderame: (Ml Cancsl Secheduled Actions
Feader vpe BRI
ThidPary Exiemsl
[ Geneal [ Timing/Schedues |  Relyp2Settings | Alam Options L gl iy |
| Access Flules Elevalor Scheduies | Graphic Symbols |
Disable Doot Ferced Open Message Time & Attendance Reader Doo Supervision
Disable Open Too Long Message Event Log E-Mai Ensbled o Supervision Flesistors
Eternal Reader Lniaue ID:
Disable Door Closed Messags Event Log RS-232. TCR/IP Transmi Enabled
Disable Riequsst To Esit Messsge Event Log Fils Output Ensbled
Urlack On Request To Exit Readsr Heartbeat Enabled
Enable Duess Do Not Dicriment Linited Sips Usags Count
— Chaose LCD Display: Door Supervision
Enersize Reloy duiing Pre-Am deley Gl oo
e e = Mo Supervizion Resistors
Enable Photo Veiification .
R D External Reader Unique 1D:
Service Comments: Daor Crticality Commerts \T31 1053775 C0RAS

For Help, press F1

CAP| NUM| SCRL|
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8.6 ADDING A “TEST CARD” IN SYSTEM GALAXY

This section covers how to vette your installation and ability to update the IP Readers using the GCSASSASync
application and ASSA Database synchronization. This section does not validate the scheduled synchronization

IMPORTANT: Remember to remove the ‘test card’ credential after the walk-test is completed.

IMPORTANT: You must have completed programming the ‘dummy loop, controller, and DPI
slots’, as well as adding the Reader serial number, before you can grant access privileges to the
test card.

&=

to the designated Reader(s) in order to validate that the reader is configured correctly and

@ Test Card Credential: is a credential that is added to the SG Database and given access privileges
operating normally.

NOTE: The keypad number or card code must match the format (Wiegand or ABA) that the designated
Reader is configured to support.

@/

8.6.1 METHODS OF CAPTURING A TEST CARD CREDENTIAL IN SYSTEM GALAXY
This subsection provides information on:
o 8.6.1.1 Capturing a card code from a ‘Not in System’ event
o 8.6.1.2 Capturing a card code using an Enrollment Reader
o 8.6.1.3 Manually adding a new keypad number or card number
o 8.6.1.4 Full step-by-step instructions for manually adding a credential and access privileges.

o 8.6.1.5 Full step-by-step instructions for manually adding removing a test card.
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8.6.1.1

CAPTURING A TEST CARD (CARD CODE) FROM A ‘NOT IN SYSTEM’ EVENT:

IMPORTANT: The Loop/Panel/Reader must be physically installed and configured into SG.
RECOMMENDED: Enroll a card that has never been added to the system.

8.6.1.2

NOTE: To trigger a ‘Not in System’ event, the card must be presented at a reader where the card is not in
the Galaxy Control Panel (controller). If the card is in the panel, a valid or invalid access event occurs.

Present the test card at a functioning reader that is physically installed at a Galaxy Access Control Panel.

Right-click the ‘not in system’ event (in the SG Event screen) and choose the ‘Add Card’ option from the
operator command menu. (This automatically opens the Cardholder Programming screen and inserts your
card number into the [Card Code] field.)

CAPTURING A TEST CARD (CARD CODE) FROM AN ENROLLMENT READER:

IMPORTANT: The card you are capturing does not need access to the Loop/Cluster being used for
enrolling cards. This method requires the Galaxy Enrollment Reader to be properly installed and
configured into the System Galaxy database.

RECOMMENDED: Enroll a card that has never been added to the system.

Open the Cardholder Programming screen.

Select the Card/Badge Settings tab

Place your mouse cursor inside the [Card Code] field
Present the test card at your Enrollment Reader.

RESULT: The SG software will insert the card number into the [Card Code] field.
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8.6.1.3 MANUALLY ADDING A CREDENTIAL (CARD CODE — OR — KEYPAD CODE):

In this method you will manually program the card code or keypad code directly into the Card Code field.

TO ADD A NEW CARDHOLDER RECORD — FOLLOW THESE STEPS:

1. Open the Cardholder Programming screen click on the [Cardholder] toolbar button.
{Or from the SG menu, select Configure > Cards > Cardholders}

2. Click the cardholder [ADD NEW] button at the top of the screen.

User, Test Find Record l Add Mew | Edit Delete [ Apply ][ Cancel ]

Record ID | Personal | Card/Badge Settings |Data Fields 1 I Data Figlds 2 I Photo Badging | Alarm Panel User | LCD Message I Motes |

3. Enter “TEST CARD” the [Last Name] field if adding a new record for the test card.

4. Entering a first name is optional.

User, Test Find Recnord Add Mew Edit Delete Apply
Record 1D | Persanal | Card/Badge Settings | Data Fields 1 I Data Fields 2 I Phata Badging | Alarm Panel User | LCD Message | Motes |
1
Reports |7 Selact Card [Card 1 v] [ Add Mew ] [ Delete ] [ AddjDelete T4 Punches ]
GamiieD 1 Card Data Card Options LoopjiCluster Settings
Card Description [C] Card Disabled | wiew Audic
Record Type Card 1 |7 Card Reversed §
- [ PIM Exempt Autharized Loops
7 Card Technolog [C] Duress Enabled [ASSA IP Reader Dummy Loop ']
Last Mame [,qg,n Format (Clock{Data) v] [ Passhack Exempt: ]
User [] Active Date Access Profile
L Card Code 5j15/7014 [ ']
Tt 1234
Test Expire Date Select Access Groups
PIN/  CardRoals [0 Expiration »| [+ unuminep access v -
Middle r
adle Mame #ccess Control T [ ri mrEes comiD =

<< Instructions continue on the next page >>
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5. Select the Card/Badge Settings tab to see the card programming fields.
6. Select the appropriate card type (Wiegand, ABA) from the [Card Technology] droplist.

7. Enter the card code into the [Card Code] field. Note that if you are using ABA Keypad Readers, you
can put the desired keypad number in the Card Code field (not the PIN field).

8. Set the [Card Role] field to Access Control.

User, Test Find Record Add Mew Edit Delete Apply
Record ID | Personal | Card/Badgs Settings | Data Fields 1 I Data Fields | Phato Badging I Alarmn Panel User [ LCD Message I Mates |
1
Repatz |~ Select Card [Card i v] [ Add New ] [ Delete ] [ AddiDelete T4 Punches ]
GamaEm D Card Data Card Options Loop/Cluster Settings
Card Description [ Card Disabled View fudit
Record Type card 1 [ Card Reversed
S [ P10 Extempt Authorized Loops
Card Technolog [“J puress Enabled [ASSA IP Reader Dummy Loop ']
Lask Narme [AB,Q Format {Clock/Data) - [ Passhack Exempt ]
User [ Active Date Access Profile
. Card Code Si15/2014 [ ™
First Marne 1234
Test Expire Date Select Access Groups
PN/ CardRele [ Expiration =] [** unLweD access -
Middle Namne
Access Contral A [## ey arcESs cooo -l

9. Click the [Edit Loops] field and double-click the dummy loop name you created in the prior section.

e TO ADD ACCESS TO ALL READERS ON THE DUMMY LOOP: In the first [Access Group] field,
choose “**UNLIMITED ACCESS**”,

e TO ADD ACCESS TO ONLY ONE OR A FEW READERS ON THE DUMMY LOOP: In the last/fourth
[Access Group] field, choose “PERSONAL DOORS”. When you select this option the Personal
Doors button will appear and you can open that screen to see the list of IP Readers
available. You can add one or several doors to the Personal Doors list in the middle of the
screen.

IMPORTANT: Be aware that choosing an access schedule will still grant unlimited access at the IP
Reader since the Galaxy schedules are governed by a Galaxy panel.

<< Instructions continue on the next page >>

System Galaxy Integration to ASSA ABLOY IP Readers Page 43



10. Click [APPLY] button to save the card to the System Galaxy Database. (This card will have access to
all the readers that are currently programmed on the “Dummy Loop” you added).

User, Tesk Find Record Add Mew Edit Delete Apply E @
Recard 10 | Personal | Card/Badge Settings | Data Fields 1 I Data Fields 2 I Phota Badging | Alarm Panel User | LCD Message | Motes |
1
Feparts |~ selact Card [card 1 v] [ Add Mew ] [ Delets ] [ AddDelete T/4 Punches ]
Comman 1D Card Data Card Options
Card Description [C] Card Disabled wiew Audic
Record Type card 1 [ Card Reversed
[ PIM Exempt
Card Technolog [C] Duress Enabled [ASSA 1P Reader Dummy Loop ']
Last Mame [,qB,q Format {Clock{Data) - ] [ Passhack Exempt ]
User ["] Active Date Access Profile
Card Code 5/15/2014 [ 7
First Mame 1234 4
Test Expire Date Seleck Access Groups
PIN/  CardRale [0 Expiration - | [**unrnen access ++ -
dcessEontp) i [ o access sroup -]
[ o accEss Group # -
Custamer Fingerprint Data i 1 7
gerpt Badge Settings | Dossier Settings | [** NO ACCESS GROLP #% ']
_* N CUSTOMER ** - i
[ Scan Fingers & Encode Cards ] Badge Design

Phone

[ -

[T 5end To Readeris)

Once your card is saved to the SG Database,

1. You must manually synch up the ASSA Database by running the GCSSYNC application. See section 7.1
for instructions about manually executing the GCSSYNC.EXE.

2. Then manually synch IP Readers using the command card or command keycode (keypad readers)
that the reader manufacturer supplies with the reader. See the reader manufacturer’s
documentation for this information.

3. When the synchronization is completed you can walk-test your loop by presenting the test credential
you just enrolled into System Galaxy. User should be granted access into the door.

4. After walk-testing the readers, you can manually rerun the GCSSYNC.EXE per the instructions in
section 7.1, to allow the events log to be transmitted to the System Galaxy database.
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9 ABOUT ADDING & REMOVING ACCESS FROM CARDS / USERS

@® IMPORTANT: Access is removed immediately from doors that Galaxy hardware monitors provided connectivity is
maintained. The GCS Dataloader service will push out changes to Galaxy panels when connectivity is reestablished
provided the service is running. Operator/Administrator can manually load any affected panels as desired.

@® IMPORTANT: The ASSA ABLOY IP Readers are designed to request their updates upon a scheduled wake-up, which can

vary from one site to another. Readers are typically set to wake and synch to their Assa Database at least once a day (to

preserve battery life). Therefore, Galaxy recommends the GCS ASSA SYNC Program be scheduled to push updates to
the Assa Database at least an hour before the Assa IP Readers are set to synchronize.

® IF YOU NEED TO IMMEDIATELY REMOVE A USER OR CARD/CREDENTIAL FROM AN ASSA IP READER BEFORE THE NEXT

SCHEDULED UPDATE, you can manually run the GCS ASSA SYNC Program and then manually trigger a reader wake-up
using the PIN command or Card command provided with your model reader.

To open the Cardholder Programming screen: click on the [Cardholder] toolbar button,
{Or from the SG menu, select Configure > Cards > Cardholders}

Cardholder Programming: Card/Badge Settings Tab

You can de-activate entire cardholder (all cards) from the ‘Personal Tab’. This is
recommended for administrative removal of all user credentials (1).

F‘ersonall Card/Badge Settings | Data Fields 1 | Data Fields 2 || Photo Badaing || Alarm Panel User / LCD Message | Notes

il

Selectcard  |Card 1 v| [ addnew [ Delete :
. oooifntar You can add or remove access via
H H i T oop/fluster .
You can disable an mdmdyal card, . the access profile (2).
yet keep other cards active (1). [] Card Disabled it Loops
— 4l EVersed
[CIPIM Exempt .-'-\Llé‘uorized Loops
Card Technology o [Jouress Enabled Biometric Lab vy
26 Bit Wiegand “ PaSS0aCK CXEMPT = -
T Active Date Access Profile
You set an activate date a + e v
for a future Card(l)- EXPIre Date SElect ACcess Groups
| By Date el Visit Lab
Access Control | ) 4/ 4/2011 || == O ACCESS GROUP ==

W
w
4-/ = NO ACCESS GROUP == E
You can set card expiration (1). Bacige Settings | Dossier Settings ] | seectooos |
/

|

** Personalized Doors **
[ Badge Design
L L j

You can add or remove access groups (2). J

You add or remove individual door access, (2).

(1) GCS ASSA Sync will pick up changes the next time it runs. Note: Only deactivated, disabled, or expired cards/users will be
removed regardless of access points showing. Deactivating the user removes all access cards and readers. Disabling or expiring a
card removes only that card and any associated readers. Other cards remain active if the user is active.

(2) Removing access to a reader point should be done carefully. The card will remain active at any other access points unless it is disabled or

expired. BE AWARE: A reader can be added to more than one access group as well as personal doors.
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